Integrate SolarWinds NPM into
OpsMgr

Integrate your Network health state into SCOM relying on SolarWinds Network Monitoring
solution.

Introduction

OpsMgr is great for monitoring servers and ‘things’ which run on servers. Through management
pack authoring it is possible to monitor anything which can be contacted through the network.

In principal SCOM can monitor network devices as switches, routers, etc. It fulfils basic
demands. Compared to other network - monitoring tools the user interface is slow and ductile.
Effort in administration is high and requires a certain skill set.

In contrast SolarWinds NPM is a lightweight and easy to use network monitoring solution. It can
be learned in short time and the Ul is quiet responsive.

My personal favorite is underlying REST - Web Service which SolarWinds uses for all its network
management or monitoring tools. It can be easily queried and responds in JSON.
Queries are formulated in a SQL dialect WSQL and can be tested in the SWQL Studio
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A SDK is available and maintained on github. - https://github.com/solarwinds/OrionSDK/wiki



Problem

Get network device information into SCOM, benefiting from SolarWinds NPM.
Having health state of devices available to be further used in Distributed Applications.

Design
A Windows Server, taking the role of ‘SolarWinds Monitoring Server’

Scripts inside the Management Pack will query the REST services to pass information about
Topology and Health to OpsMgr.

b

XX

SolarVinds NPM Server

Dalivering data to Onall ' .- Discovers SolarWinds' Nedwori
elivering aaa w0 Doshigr and Health State wia REST queties

Windows Server
OpsMgr Agent

"Solarwinds-NPM- MonitoringServer”



Configuration

By default, monitoring is enabled, alerting not. If required, overrides can be created and stored

in an ‘override management pack’.

Monitors

Management pack objects are now scoped to: ArubaController, CoreSwitch, Monitoringserver, Firewall, Node, OtherDevice, Router, ServerRuntimelnfo, Switch
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Alert settings
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Alert name; Friority:
Monitor MPM Care Switch IMedium ﬂ
Alert description: Severity:

Please see the alert context for details.

The default interval of 5 minutes is used to query SolarWinds NPM. This can be changed as

usual.

Network devices are categorized by names. E.g. Switch; name contains ‘sw’, Router; name
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contains ‘gw’ or ‘vpn’, Firewall; name contains ‘fw’
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If that does not fit your requirement it can be easily changed in the DiscoverNPMNodes.ps1 as
part of the Visual Studio solution.
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Usage

State view show the state of a particular item:

Monitoring

4 |5 ABC Network Solarinds MR

Aruba Contraller
Core Switch
Firewall

Monitoring Server (Mot monitored)

Other Device
Rauter
Switch

< Switch (251)

A Areokfor: |

State + ()| mame

(&) Healthy
() Healthy
(&) Healthy
() Healthy
(@ Healthy
() Healthy

Detail View

Display Name
Full Path Name
NodelD
ModeCaption
NodeGroup
AgentlP
Community
SysName
SysDescr

Shaws or Hide Wiews..,

Mew Wieww b

SysContact
SysLocation

Bl Monitoring

A Authoring

BB Adriintent
\") Administration

m My Workspace

SystemOID
Vendor
MachineType
LastBoot
OSImage
OSVersion
ConfigTypes
LoginStatus
= City

Switch-
Switch-
Switch-
Switch
Switch-
Switch-

Find Maw Clear

Path

Switch
SWitch - - s
©418368c-abeb-46bc-alla-Ebacsc2efble

PR

172.16.2.40

Cisco 105 Software, C29605 Software (C29605-UNIVERSALKS-M), Version 12.2(55)5E6, RELEASE SOFTWARE (fcl) Technical
Support: hitp:/fwww.cisco.com/techsupport Copyright (c) 1986-2012 by Cisco Systems, Inc. Compiled Mon 23-Jul-12 13:45
by prod_rel_team

136141911208

Cisco

Cisco Catalyst 2%oGtack
2016-07-22T03:30:00.0000000
C29605-UNIVERSALKS-M

12.2(55)SE6, RELEASE SOFTWARE (fcl)
Running,Startup

Login OK

ATSAA

Diagram view gives detail about the particular item:
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Setup Guide
The following steps are required to setup the SCOM integration for SolarWinds.

1) Create a user account in Active Directory and assign ‘read only’ permissions in SolarWinds’
NCM. — As example the account name could be ‘NPMQryUsr@nwtraders.msft’

The following permissions worked:

Edit "SIG\DELIN-NPMQryUsr" Account

Account Enabled Yes |z| Disabled accounts cannot log in.

Account Expires Mewer ﬁ This account cannot log in after this date. Enter "Never" for accounts that should not expire.

Disable Session Timeout No |z| If session timeout is disabled, this account will stay logged in indefinitely even if the browser is

closed. You can still dlick logout to end your session securely.
Allow Administrator No
Rights

=]
Allow Node Na |Z|
=]

Accounts with Admin rights can Add and Edit other Accounts and reset passwords.

Accounts with Node Management role can manage nodes.
Management Rights

Allow Map Management No
Rights

Accounts with Map Management role can edit maps.

REPQORTS

Allow Report No |z|
Management Rights

Accounts with Report Management role can manage reports.

Report Limitation Default E Newr reports may be assigned to individual accounts by creating Report Limitation Categories in the

Category web console Report Wizard.
Legacy reports created in the Report Writer application may be access-limited by saving them into
sub-directories of the Reports folder (default location C:\Program Files\SolarWinds\Orion\Reports)
on your primary SolarWinds server.

ALERTS

Allow Alert Management
Rights

N0|z|

Accounts with Alert Management role can manage alerts.

Alert Limitation No Limitation |z| The user account can only view or edit alerts in the selected Alert Limitation Category. Use the
Category Properties page in the Alert editor to set the alert limitation category for each alert,
Allow Account to No Enable this to allow the Account to customize the Views,

Customize Views

Allow Account to
Unmanage Objects
Allow Account to Disable

Actions

Allow Account to Disable
Alerts

Allow Account to Disable
All Actions

Allow Account to Clear
Events, Acknowledge
Alerts and Syslogs

No
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Yes

Any changes made to a View are seen by all Accounts with the same View.

Account will be allowed to unmanage objects from monitoring.

Account will be allowed to disable actions from active alerts.

Account will be allowed to disable alerts.

Account will be allowed to disable all actions from active alerts.

Enable this to allow the Account to Acknowledge/Clear Events from the Event Log, as well as
Acknowledge Advanced Alerts from the Alerts view and Syslogs Messages from the Syslog view.



Allow Browser No |z| Browser Integration allows you to utilize tools on the dient browser machine with information

Integration provided by the web page. Links in most web pages will then be right-clickable, offering you a
choice of options to perform on the device that the link represents, Community strings will not be
sent to the browser unless "Allow Secure Data on Website” (in the System Manager) is enabled.

Alert Sound No Alert SnundsE Set this to a valid .wav file to enable audible alerts via the web browser.
Number of items in the 50 If this value is set to 0 - all items will be shown within breadcrumbs drop down list.
breadcrumb list

ACCOUNT LIMITATIONS

There are no account limitations defined. To create account limitations, click the "Add Limitation” button.

ADD LIMITATION

DEFAULT MENU BAR AND VIEWS

Select the menu bar for this account. To view the contents of each menu bar, go to the Customize Menu Bars page.

IP AddressesTab Menu IPAM_TabMenu E
Bar
HomeTab Menu Bar Default [
NetworkTab Menu Bar Network_TabMenu E
ConfigsTab Menu Bar NCM_TabMenu E
Shaw Alerts Menu Yes[+|
Show Events Menu Yes |z|
Show Syslog Menu Yes|z|
Show Traps Menu Yes|z|
Show Message Center Yes |z|
Menu
Show Reports Menu Yes|z|
Tabs ordering 1P Addresses B @

Home (=)

Network ©)

Configs —

&
Home Page View Orion Summary Home El This view is displayed immediately after the user logs in.
Default Network Device not selected This Network Device is automatically selected when the Account logs in.
This is enly relevant if you have selected s Home Page for this Account that requires a Network
Object to be selected (e.g. Node Details or Interface Details).
EDIT

Default Summary View Orion Summary Home |z| This is the default Summary view for this account. This view is displayed when the user clicks

“Home" on the menu bar.

2) Select one Windows Server that is monitored by SCOM Agent. This machine will become the
SolarWinds-Monitoring-Server. Set the following registry settings:

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\ABCIT\NPMMonitoringServer]
"NPMServerName"="servername.nwtraders.msft"

"NPMServerPort"="17778"

"NPMServerProtocoll"="https"
"NPMInformationServiceURL"="SolarWinds/InformationService/v3/Json/Query?"

"NPMQryUsr"="NPMQryUsr@nwtraders.msft"

"NPMQOryPwd"="Moody13:50"



Management Pack Source:

URL for the Visual Studio — VSAE 2015 solution, fully customizable:
https://github.com/Juanito99/SolarWinds NPM OpsMgr/tree/master/ABC.Network.SolarWind
s.NPM

URL for the Management Pack file that contains Icons:
https://github.com/Juanito99/SolarWinds NPM OpsMgr/blob/master/ABC.Network.SolarWind
s.NPM/ABC.Network.SolarWinds.NPM/bin/Debug/ABC.Network.SolarWinds.NPM.mpb

URL for the Management Pack file that doesn’t contains Icons, but can be customized:
https://github.com/Juanito99/SolarWinds NPM OpsMgr/blob/master/ABC.Network.SolarWind
s.NPM/ABC.Network.SolarWinds.NPM/bin/Debug/ABC.Network.SolarWinds.NPM.xml|
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License Terms

Integrate SolarWinds NPM into OpsMgr
Copyright (C) 2017 Ruben Zimmermann (Juanito99)

This program is free software: you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free Software Foundation, either version 3 of
the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANT ABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program. If
not, see <http://www.gnu.org/licenses/>.



